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Network management and analysis (1T324T)
Lab 3: SNMP

(An individual task)

Using Cisco Packet tracer, perform the following:

o Open IT324T-Lab3.pkt file
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Open Router0 -> CLI tab press enter then type

Router IT324T A > enable
Router IT324T A #config t
Router IT324T A(config)#
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Next configure SNMP, there are not a lot of options here, so the configuration is pretty simple. Below is

the configuration for Router_IT324T_A but the other router and switches use exactly the same syntax -

nothing changes.

Router IT324T A(config) #ex

Router IT324T A(config)#snmp-server community testro ro
Router IT324T A(config)#snmp-server community testrw rw

Router0

Physical Config CLI Attributes
YN

10S Command Line Interface
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£ memory.
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ine. End w NT
). £e
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Routesd|
Command+F6 to exit CLI focus Copy Paste

Top

Those two lines effectively start the SNMP service and apply 'passwords' (community name).
The ro and rw at the end of each line refer to Read Only (ro) and Read Write (rw) respectively. That's it,
nothing else can be done on the routers or switches.
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MIB

Now the configuration is done, It is time to see what can be done on the MIB browser. On a PC click the
Desktop tab and select the MIB Browser:

‘one® PC3

Physical Config Desktop Programming Attributes

A=IlliEn|

orer e 7ext zaitor sppiication |

A

Top

First, select a target (or an SNMP agent) so click the Advanced. . . button and enter the IP address of

the device you want to connect to; in this case choose Router_IT324T_A:

Address 172.16.0.1
Port 161

Read Community eesess

Write Community [------ I

SNMP Version vl
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Leave the port number as 161 and enter the two 'passwords' we used on all the routers and switches; in
this case the two we had testro and testrw then select the SNMP version, we'll use v1. We should

now be ready to connect to the device, so in the left-hand pane expand out the MIB Tree as shown

below:

TR PC3 ]

Physical  Config eskiop  Programming  Attributes
[

Address 172.16.0.1 oID. 1.3.6.1.2.1,1.5.0
Advanced... Operations Get o o
SNMP Migs Result Table
v
.:uv'o:;gud MiBs Name/OID Value Type
¥ so
¥ .org
v dod
¥ _internet
¥ .mgmt
v .mib-2

¥ .system
sysDescr
SysObjectiD Name
SysUpTime
sysContact on
_sysName
syslocation Symtax

> interfaces l

> p Access \
: 1

Top
L ]

Once there we can start to view a few of the options available. For example, click on . sysName and in

the Operations: drop down box select Get and hit the Go button and you should see the display below:

1 ® @ PC3
| Physical  Config eskiop  Programming  Auributes
e
Address 172.16.0.1 0lD 13.6.1.2.1.1.5.0
Advanced Operations Get 5 G0
SNMP Mi8s Result Table
¥ M8 Tree
¥ rouees:sid B Name/OID Value Type
v so 1.3.6.1.2.1.1.5.0
v org (.1s0.0rg.dod.internet. Router_IT324T A OctetString
¥ dod
¥ internet
¥ .mgmt
¥ .mib-2
¥ system
sysDescr
sysObjectiD
_sysUpTime
sysContact
sysName
sysLocation
> interfaces Name sysName
> p
» .ospf o .1.3.6.1.2.1.1.5.0
> rip2
» _private Syntax

» router_advip MiBs
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Play around with the various fields you have and keep clicking the Get button; feel free to knock yourself
out in the other areas (like . interfaces for example) and you will get a bit of an idea how much

information is available on the device. Also try connecting to the switches and the other router as well,
remember that you will have to go back into the Advanced. . . area and select the new target to do this.

Setting Values

As well as viewing information we can also Set some fields; not all fields are writable, so it won't work

with everything. Using the . sysName field we had a look at earlier we'll go and change the value for that.

To do this change the Operations: drop down box and pick set and a dialog box will pop up like the
one below. Leave the 01D line as is but change the Data Type to OctetString. This Data
Type should be the same type of data as displayed in the Result Table when you performed

the Get function earlier. Then enter a value in the value field as shown below:

@ @ SNMP Set
(e]]»] .1.3.6.1.2.1.1.5.0
Data Type  OctetString
| t
Value Walaas_Router

Hit the OK button and the value will be sent to the device. You can check this by switching back to

the Get function and seeing the new value.
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e @ PC3 ]

Physical Config Desktop Programming Attributes
rrr——

Address 172.16.0.1 o 1.3.61.21.1.5.0
Advanced.. Operations: Set ¥l co
SNMP MiBs Result Table
v MET
v !'o’::u std MiBs Name/OID Value Tyoe
v iso 13.6.1.2.1.15.0
v org (.Is0,0rg.dod.internet.mgmt. Walaas_Router OctetString

¥ .dod

¥ internet
¥ .mgmt
¥ .mib-2
¥ system
.sysDescr
sysObjectiD
sysUpTime
.sysContact
sysName '
.sysLocation
> interfaces Name _sysName ]
> p "
» ospl oI 1.36.1.2.1.1.5.0 ¥
» rip2
» _private Syntax
» router advio MIRs
Top
d

Also, in this case it will change the router name so you should also see that in the running configuration

for the router:

1 1
E Walaa Router#sh run E
! Building configuration... 1
| |
1 1
1 1

Good luck,
Dr. Walaa Alayed



