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Types of Error

an error occurs when a bit is altered between transmission
and reception

Single bit errors
— only one bit altered
— caused by white noise

e Burst errors

— contiguous sequence of B bits in which first and last and any number
of intermediate bits in error

— caused by impulse noise or by fading in wireless
— effect greater at higher data rates
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Error Detection

Error Detection
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Error Detection

Error detecting code added by transmitter
< data bits + (n—k) check bits = n-bit frame
* Receiver separates k, n—k bits

Receiver calculates error-detecting code

— match received code: assume no error
— mismatch: error

e Some errors will be undetected
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Parity Error Detection

— parity bit set so character has even (even parity) or odd (odd parity)
number of ones

— even number of bit errors goes undetected

Character 0dd Parity Character Even Parity
o|1{o0|1]0]| 11 1 o|1|/0[1]0] 1|1 0
1{1/1|1[1]|0]0 0 11/ 1|1]1]0]0 1

0jofo0j0|O0 0|0 | |1 ojofo0j{ojO0fO0O|0 | |O
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Cyclic Redundancy Check

one of most common and powerful checks

for block of k bits transmitter generates an n bit
frame check sequence (FCS)

transmits k+n bits which is exactly divisible by
some number

receiver divides frame by that number

— if no remainder, assume no error
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Cyclic Redundancy Check

Example 1
: : 10010101
An 8-bitmessage 110101 101sto
be transmitted across a data link 11001 110101100000
: . 11001]
using CRC for error detection. o111
00000
A generator polynomial x* + x3 + 1 is 01111
to be used. Find the contents of the . (1) (1) (1) (1) !
transmitted frame T(x). 11001
01110
00000 ]
11100
11001 ]
01010
00000 ]
10100
11001
1101 ~— Rk

Tx)=11010110 1101
— ~ I

M(x) R(x)
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An 8-bit message 10010011 isto

be transmitted across a data link using
CRC for error detection.

A generator polynomial x° + x3 +x+ 1
1s to be used. Find the contents of the
transmitted frame T(x).

Cyclic Redundancy Check
Examplez 10110001

101011

00000

[ ek
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e O e O = O

S QI == =2
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<+ R(x)

Tx)=10010011 11011
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M(x) R(x)
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Cyclic Redundancy Check
Examp|e3 11100100

Assume that the following frame:

10011 111101101100
111101101100 10011]
is received across a data link using 11011
. 10011
CRC for error detection. A generator 0001
polynomial x* + x + 1 is to be used. 10011
Check whether the received frame is -00100
- : 00000
correct or incorrect. If the frame 1s v
. 01001
correct, then deduce the original 00000
message. 10011
10011 |
00000
00000 ]
00000
00000
0000 ~— R

R(x) = 0 & The Message is correct
2> Mx)=11110110
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Assume that the following frame:
1001100010111
is received across a data link using
CRC for error detection. A generator
polynomial x> + x% + 1 is to be used.
Check whether the received frame is
correct or incorrect. If the frame 1s
correct, then deduce the original

message.

Cyclic Redundancy Check
Examp|e4 10001101

100101 1001100010111
1001011
-000110

000000
001100
000000
011001
000000
-110010
100101
-101111
100101 |
-010101
000000
-101011
100101
01110 ~—— R(x)
R(x)#0

=> Error is detected.
=>» The message is discarded.
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Cyclic Redundancy Check

38 Four versions of Polynomial Division P(X) are widely used:
& CRC-12=XP 4+ X4+ X3+ X2+X +1

¥ CRC-16=X16 4+ X154X2+1

¥ CRC-CCITT=X10 X124 X541

¥ CRC-32=X32 4 X260 4 X23 ¢ X22 p X16 4 X124 X1 4 X10 4 X8 4 X7 4+ X5
+ X4+ X2+ X +1

3d® CRC-32is used in IEEE 802 LAN standards.
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Cyclic Redundancy Check Implementation

The CRC process can be represented by, and indeed implemented as, a
dividing circuit consisting of XOR gates and a shift register.

The shift register is a string of 1-bit storage devices. Each device has an
output line, which indicates the value currently stored, and an input line.

At discrete time instants, known as clock times, the value in the storage
device is replaced by the value indicated by its input line.

3¢ The entire register is clocked simultaneously, causing a 1-bit shift along
the entire register. The circuit is implemented as follows:
1. The register contains n-k bits, equal to the length of the FCS.
2. There are up to n-k XOR gates.
3. The presence or absence of a gate corresponds to the presence or
absence of a term in the divisor polynomial, P(X), excluding the
terms 1 and X%,
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Cyclic Redundancy C
Example 1 — Circuit Implementation

Generator Polynomial x* + x3 + 1

The circuit is implemented as follows:
I. The register contains n — k bits, equal to the length of the FCS.
L. Therearcup ton — k XOR pates.
1. The presence or absence of a gate corresponds to the presence or absence of
a term in the divisor polynomial, P(X), excluding the terms 1 and X"~
(1.Z bits)

Switch |
A ‘o B Presence of X3 Absence of X2 Absence of X

Input
(8 bits) 4—C3< Cz*_—cl *_-Co
— 4
)
© —>0
\DB

[]= 1-bit shift register = Exclusive-OR circuit

Shift-register implementation
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Cyclic Redundancy C
Example 2 — Circuit Implementation

enerator Polynomial x° + x3 +x+ 1

The circuit is implemented as follows:

1. The register contains n — k bits, equal to the length of the FCS.

L There are up ton — k XOR gates.

A. The presence or absence of a gate corresponds to the presence or absence of
a term in the divisor polynomial, P(X), excluding the terms 1 and X" %,

Output
(13 bits)

‘)_qnﬂd Pbsence of X* Presence of X3 Absence of X?
Ay

C34—®<—C3-: Clq—-@q—fu

L i

Presence of X

Input
(8 bits)

[]= 1-bit shift register = Exclusive-OR circuit

Shift-register implementation
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Cyclic Redundancy C
Example 3 — Circuit Implementation

enerator Polynomial x* + x + 1

The circuit is implemented as follows:
I. The register contains n — k bits, equal to the length of the FCS.
. There areup ton — k XOR gates.

.
3. The presence or absence of a gate corresponds to the presence or absence of
a term in the divisor polynomial, P(X), excluding the terms 1 and X" %,

Output
(12 bits) Absence of X3 Absence of X2 Presence of X

Switch |
Ay "o B
4

Input
(8 bits)

%
A

O
S

©B
[]= 1-bit shift register = Exclusive-OR circuia

Shiit-register implementation
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samm———

enerator Polynomial x° + x> + 1
The circuit 1s implemented as follows:

. The register contains n — k bits, equal to the length of the FCS.
. Thereareupton — k XOR gates

. The presence or absence of a gate corresponds to the presence or absence of
a term in the divisor polynomial, P(X), excluding the terms 1 and X"~

Output
(13 bits)

Switch |

Absence of X*

| C, |—

Switch

D—2 o

Cyclic Redundancy Checkest |1}
Example 4 — Circuit Implemen ation

Absence of X3 Presence of X? Absence of X

oB

[[]= 1-bit shift register

Shift-register implementation

= Exclusive-OR circuit
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Cyclic Redundancy Check ImpIementatiOn

EXAMPLE 6.8 The architecture of a CRC circuit is best explained by first con-
sidering an example, which is illustrated in Figure 6.5. In this example, we use

L
H
(o
La
4
=
-
X
G

\"\

Data D = 1010001101; D(X)=X"+ X+ X'+ X*+1
Divisor P = 110101; PIX)=X3+ X*+ X2+ 1

which were used earlier in the discussion.

Figure 6.5a shows the shift register implementation. The process begins with
the shift register cleared (all zeros). The message, or dividend, is then entered,
one bit al a lime, starling with the mosi significant bit. Fipure 6.3b is a table that
shows the step-byv-siep operation as the input is applied one bit al a time. Each
row of the table shows the values currently slored in the five shift-repister ele-
ments. In addition, the row shows the values thal appear at the outputs of the
three XOR circuits. Finally, the row shows the value of the next inpul bit, which is
available for the operation of the next step.

Note that the XOR operalion affects Cy, C;, and C; on the next shift. This is
identical Lo the binary long division process illustrated earlier. The process con-
linues through all the bits of the message. To produce the proper output, two
swilches are used. The input data bils are fed in with bolh swilches in the A posi-
tion. As a result, for the first 10 steps, the input bits are fed into the shift register
and also used as output bits. After the last data bit is processed, the shifl register
conlains the remainder (FCS) (shown shaded). As soon as the last data bit is pro-
vided to the shift register, both switches are set to the B position. This has two
effects: (1) All of the XOR gates become simple pass-throughs; no bits are
changed. and (2) as the shifting process continues, the 5 CRC bits are oultpul.

Al the receiver, the same logic is used. As each bit of M arrives, it is inserted
into the shifl register. If there have been no errors, the shift register should con-
tain the bit pattern for R at the conclusion of M. The transmitted bits of R now
begin to arrive, and the effect is to zero out the register so that, at the conclusion
of reception, the register contains all 0s.
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Circuit with Shift Registers for Dividing by the

Dhutput
(15 biis)
Switch 1 presence of X¢  Absence of X3 Presence of X? Absence of X
A “»B
. I
npul o . i i "
(10 bits) «— Gy f— )= Cy —Co

—_ %]

[]=t-bitshifi register (&) = Exclusive-OR circuit

(a) Shift- register implementation

Imitaal
Step |
Step 2
Step 3
Step 4
Step 3
Sicp 6
Step 7
Step &
Step
Step 10

EEEEEL
AY
0
F
i+
Lo
T
-9
Fe
s
Il
5
=
E

= =32 EREEE =

be sent

|

1 0

0 I

1 0

0] 0 | Message o
1 0

0 |

1 I

1 0

0 I

f— | = =i | = | =

=|

(b} Example with input of 101001101 -
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Circuit with Shift Registers for Dividing by the
Polynomial X> + X# 4+ Xao110001

110101 101000110100000
1101011
An 10-bit message 1010001101 1s 111011|
to be transmitted across a data link 1 (1) (1’ i (1’ (1) '
using CRC for error detection. 000000
111010
i 110101
A generator polynomial x5 + x* +x?+ 1 '
. 011111
1S to be used. 000000
111110
110101
010110
000000
101100
110101}
n bits 110010
. : 110101}
k bits : n-kbits‘: 001110
Ta)=101000110101110 000000
S ~ e 01110 «— R

M(x) R(x)
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Circuit with Shift Registers for Dividing by the
Polynomial X°> + X4+ X2 + 1

10110001

110101 101000110100000
1 101011
111011 | \
An 10-bit message 1010001101 is 110101
) . 111010
to be transmitted across a data link 110101
using CRC for error detection. 111110
110101 |
A generator polynomial x> + x* +x% + 1 EREER S
1S to be used. 110010
110101
01110 «— R
J  bits |
k bits | n-k bits |

Tx)=101000110101110
N g o\ )

M(x) R(x)
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Cyclic Redundancy Check
General Implementation

Output
(n bits)

Switch 1
A E B
Input

(k bits)
E—— <—]Cpi—1 @ Cr—k—2 @ s @ C @ Co

“oB
General CRC Architecture to Implement Divisor (1 + A1 X + AXE+ -+ A, (X4 X"_k)
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Cyclic Redundancy Check
General Implementation - Example

Generator Polynomial x*> + x* + x>+ 1
Output
{m bats)

Swatch |
A 7 T B
Inpudt
1k bits)

—
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Error Correction

Error Correction
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Error Correction

* Error detection is not always sufficient
— wireless links have many errors
— satellite links have long propagation delay
— in both cases, retransmissions are expensive

* Error-correcting codes
— add redundant bits to transmitted message
— also known as forward error correction (FEC)
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Error Correction — FEC De oér

This block is passed through an FEC decoder, with one of four possible
outcomes:

1. If there are no bit errors, the input to the FEC decoder is identical to the
original codeword, and the decoder produces the original data block as
output.

e 2. For certain error patterns, it is possible for the decoder to detect and
correct those errors. Thus, even though the incoming data block differs from
the transmitted codeword, the FEC decoder is able to map this block into the
original data block.

e 3. For certain error patterns, the decoder can detect but not correct the
errors. In this case, the decode simply reports an uncorrectable error.

* 4, For certain, typically rare, error patterns, the decoder does not detect
that any errors have occurred and maps the incoming n-bit data block into a
k-bit block that differs from the original k-bit block. -
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How Error Correction Works
adds redundancy to transmitted message

can deduce original despite some errors

* eg. block error correction code
— map k bit input onto an n bit codeword
— each distinctly different

— if get error assume codeword sent was closest to
that received

e means have reduced effective data rate



KING SAUD
UNIVERSITY

Codewords

n bits total: k data bits, (n—k) redundant bits
2" possible codewords
2k valid codewords represent data

The ratio of redundant bits to data bits, (n-k)/k is called the redundancy of
the code

* The ratio of data bits to total bits| k/n | is called the code rate.

* The code rate is a measure of how much additional bandwidth is required to
carry data at the same data rate as without the code.

* For example, a code rate of 2/5 requires 2.5 times the capacity of an
uncoded system. For example, if the data rate input to the encoder is 1
Mbps, then the output from the encoder must be at a rate of 2.5 Mbps to
keep up.
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Codewords

EXAMPLE 6.9

For k = 2 and n = 5, we can make the following assignment:

Data Block Codeword
00 00000 1
01 00111
10 11001
11 11110 «d=3

Now, suppose that a codeword block is received with the bit patterﬂ.ﬂ]lﬂﬂ ‘This is
not a valid codeword, and so the receiver has detected an error. Can'tHe error be
corrected? We cannot be sure which data block was sent because 1. 2.3, 4. or even
all 5 of the bits that were transmitted may have been corrupted by noise. How-
ever, notice that it would require only a single bit change to transform the valid
codeword 00000 into 00100. It would take two bit changes to transform (00111 to
00100, three bit changes to transfnrm 11110 to l}[]ll]ﬂ and it would take fDu_r bit

d(00000,00100) = 1; d(00111,00100) = 2;
d(11001,00100) = 4; d(11110,00100) = 3

S0 the rule we would like to impose is that if an invalid codeword is received,
then the valid codeword that is closest to it (minimum distance) is selected. This
will only work if there is g unique valid codewordat a minimum distance from
each invalid codeword.
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Codewords

For our example, it is not true that for every invalid codeword there is one
and only one valid codeword at a minimum distance. There are 22 =132 possible
codewords of which 4 are valid, leaving 28 invalid codewords. For the invalid
codewords, we have the following:

Invalid Minimum Yalid Invalid Minim wm Yalid
Codeword Distance Codeword Codeword Distance Codeword
00001 1 00000 10000 1 00000
00010 1 00000 10001 1 11001
00011 1 00111 10010 2 00000 or 11110
00100 1 00000 10011 2 00111 or 11001
00101 1 00111 10100 2 00000 or 11110
00110 1 00111 10101 2 00111 or 11001
01000 1 00000 10110 1 11110
01001 1 11001 10111 1 00111
01010 2 00000 or 11110 11000 1 11001
01011 2 00111 or 11001 11010 1 11110
01100 2 00000 or 11110 11011 1 11001
01101 2 00111 or 11001 11100 1 11110
01110 1 11110 11101 1 11001
01111 1 00111 11111 1 11110
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Codewords
Example:

There are eight cases in which an invalid codeword is at a distance 2 from two
different valid codewords. Thus, if one such invalid codeword is received, an error
in 2 bits could have caused it and|the receiver has no way to choose|between the
two alternatives. [An error is detected but cannol be corrected]However. in every
case in which a single bit error occurs, the resulting codeword is of distance 1
from only one valid codeword and the decision can be made. This code is there-
fore capable of correcting all single-bit errors but cannot correct double bit
errors. Another way to see this is to look at the pairwise distances between valid
codewords:

d(00000.00111) = 3;  d(00000, 11001) = 3; d(00000, 11110) = 4;
d(00111,11001) = 4;  d(00111, 11110) = 3; d(11001, 11110) = 3;

The mimmum distaﬂn_a between valid codewords is 3.]T'herefore, a single bit
error will result in an invalid codeword that is a distance 1 from the original valid
codeword but a distance at least 2 from all other valid codewords. As a result, the

codq can always correct a single-bit error.|Note that the code also will always
detect a double-bit error.
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Hamming Distance

Number of different bits between two codewords

Calculated using bitwise XOR, counting 1s

Example
— v, =011011, v, = 110001
— v, ®v,=101010, d(v,, v,) =3

* Minimum distance

— for code consisting of wy, w,, ..., w,, s=2"

S’

— dpin = Min . [d(w;, w;)]
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Hamming Distance

Maximum number of errors (t) that can be detected satisfies:

t:dmin_1

— tsingle bit errors will not produce a valid codeword
 Maximum number of guaranteed correctable errors per codeword

satisfies:
Ldmin _ 1J
[ =
2

— with t single bit errors, resulting codeword is still closer to one of the
valid codewords
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Hamming Distance - Exp

Maximum number of errors (t) that can be detected satisfies: [ = dmin — 1
< dmin =7
Valid T i i | i i
Code
=2 , 43 . -4

> =5, =6

v

t <6 > Generated codewords will be invalid since d,,;, =7

Maximum number of guaranteed correctable errors per codeword satisfies: 1= LLJ
dmin =7

Valid
Code

Vl'd 1 2 3 4 5 6 7,
wy 2 5 8 %
— > = > =3

»
|

t <3 = Assume codeword sent was closest to that received
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Hamming Distance -

Maximum number of errors (t) that can be detected satisfies:

Valid 1 7 7 Y :
Code

v
-
1l
w
y
o N
|
N

» —
|
»

t <7 = Generated codewords will be invalid since d,;, = 8

. Maximum number of guaranteed correctable errors per codeword satisfies:

—— = = - - - — —— = -
-_— —— ——— —_——

> =2 t=3

[
|

t <3 - Assume codeword sent was closest to that received
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Hamming Distance

The design of a block code involves a number of considerations:
1. For given values of n and k, we would like the largest possible value of d_. .

2. The code should be relatively easy to encode and decode, requiring minimal
memory and processing time.

3. We would like the number of extra bits, (n - k), to be small, to reduce
bandwidth.

4. We would like the number of extra bits, (n - k), to be large, to reduce error
rate.

Clearly, the last two objectives are in conflict, and tradeoffs must be made.
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Hamming Distance - Example

Valid codewords:
000000, 000111, 111000, 111111

Hamming distance = 3

t=d_. —1

min

 Can detect up to 2 errors

. 000011, 00010, 100108, 100001
. 001111, 0!01111 _ Discard

110011, 0117 0%, 111100
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Hamming Distance - Example 2

Valid codewords:
0000000000, 0000011111,1111100000, 111121111112

* Hamming distance 3¢ {%J

* (Can correct up to 2 errors

« 0000000011, 0000000101 - 0000000000
« 0000000111,0001111111 - 0000011111
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Single Error Correction Hamming Code

e It is a code with m message bit and r parity bits that will allow all

single €IrorsS to be corrected.

Transmitter:

* The bits of a codeword are numbered consecutively, starting with bit 1 at
the left end.

 The bits that are powers of 2 (1, 2, 4, 8, 16, etc.) are parity bits. The rest
(3,5,6,7,9, etc.) are filled up the m data bits.

 The parity bits are calculated such that we make (c1=c2=c4=...=0)
according to the following equations:

¢=p,OmOm,Om, Om,®m ...

C,=p,Om, ®m, ®m, ®m,dm, D...
=p,®m. ®m, Om, Om, Bm, D...

Cy =Dy ®@m,®@m,®m,, Om, ®m, D...
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Single Error Correction Hamming Code

eceiver:

The receiver calculates the check bits (c1, c2, c4, c8, etc.) using the same
previous equations.

a=p,Om®m, ®m, ®m, ®m, D...
C,=p,®m,®m, ®m, ®m, Om, ®...
c,=p, Om. ®Om, ®m, ®m, ®m;D...
g =P Omy@m, ®m, ®m,dm;D...

If (c1=c2=c4=c8=...=0), then the codeword is received correctly. Otherwise,

the values of the check bits are used to determine the location of the error
in the codeword.
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ssuming that the transmitted

haracter 'C', generate the Hamming
cotdewodd.000011

P, P, my P, mi; mg m; Py mgy m, m; mj

e'Error Correction
Code — Example 1:

Solution of Example 1:

C,=P,O®m;®Em;®m, ®m, ®m,,
2C=?20101 @0 00601
C,=0 > P =1

C=P,Om®m®&®m, ®m,,dm,,
2C=20100 000001
C,=0 > P,=0

21?21 (?2(1({0]0|2]0|0]|1]|1

0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100

C,=P,®m;®m®m, ®m,,
2C=20100 ©0 @1
C,=0 >P,=0

C=P;®m®m,®m, ®m,,
2C=200 20 &1 1
Ci=0 > Pg=0

- The transmitted Hamming codeword is:

1|0 1|01 [O0]O0O]|O0O]O0O]|O0]1
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Single Error Correction Hamming Code — Example 2:

Assuming that the transmitted Solution of Example 2:

character 'M', generate the Hamming C,=P,®Om;®m; ®m, ®m, ® m,,
codeword. 2C=70200 000 @11
C,=0 >P=0
'M' =11010100 C,=P,®&m;®m®m, ®m,, ® m,,
2C,=20001 00 001
P, P, my P, m; mi m;, Py my, m, m, m, C,=0 > P,=0
21200201 |0|2][1]|0 1|1 C,=P,®&Em;®m & m, ®m,,

0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 -> C4= 20021 @0 1
C,=0 > P,=0
C=P,®m®m,,®m, &S m,,

2CG=2701 0 &1 &1
Ci=0 > P,=1

- The transmitted Hamming codeword is:

o(o0{0|O0|O0O|1Tf(O|T1T|T1T|[O0]|1]1
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he received Hamming codeword is:

P, P, my P, miy mg my Py my m, my; m,

Single Error Correction Hamming Code — Example 3:

Solution of Example 3:

1101 (0 |O0Of(O0O|1T|1T |0 |1]1]|1

0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100

Deduce the correct character from the
above codeword after correction any
error, if any.

Conclusion:

-> The codeword is correct

- The codewordis 101000110111
- The messageis 11101001

- The EBCDIC character is Z

C,=P,OEm;®m,®m, ®m; ®m,,
2C=10100 &1 @201
2>C, =0

C,=P,®Em;®m®m, ®m,, ®m,,
2C=0010001 101
2> C,=

C,=P,OEm®m ®m, ®m,,
2C,=00000 @1 @1
2>C,=0

C=P;®m®m &m, S m,,
2CG=100 1 &1 &1
> C;=

C; C, C, C,
ojo|o]|o
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he received Hamming codeword is:

P, P, my P, miy mg my Py my m, my; m,

o011 [0]0[0]O0O|O0]|]O0O]|]O0]|1

0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100

Deduce the correct character from the
above codeword after correction any
error, if any.

Conclusion:

- m,, is incorrect

= m,, must be 1

- The codeword is 00 1 1000000@1
> The messageis 11000001

- The EBCDIC character is A

Single Error Correction Hamming Code - Example 4:

Solution of Example 4:

C,=P,L®Em®m®m, &m; ® m,,
2C=002100 0 00
->C =1

C,=P,Om;&®m®m, ®m,, & m,,
2C=002100 0 8000
->C,=1

C,=P,®m;®m®m, ®m,,
2C,=192000 0 @1
2>C,=0

Ci=P,®my@®m,,;®m;;, ®m,,
2CG=000 0 @0 &1
2>C=1

C; C, C, C,
1{of1]1
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he received Hamming codeword is:

P, P, my P, my mg my Py my m, my m,

o(o0|(10 1|01 |01 |1(1]1

0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100

Deduce the correct character from the
above codeword after correction any
error, if any.

Conclusion:

- m, is incorrect

- m, must be 0

- The codeword is 0010@0101 111
- The messageis 11111001

- The EBCDIC character is 9

Single Error Correction Hamming Code — Example 5:

Solution of Example 5:

C,=P,Om;®m;®m, ®m, ® m,,
2C,=00191 61 2161
2>C,=

C,=P,OEm;®m®m, ®m,, ®m
2C,=001920 061 161
2>C,=0

C,=P,®OEm;®m ®m, ®m,,
2C,=02100 &1 @1

->C,=1
C=P;®m®m ,&m, &S m,,
2CG=001 01 &1 &1
>C=0
C, C, C, C,

0j1(0]1
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Summary

error detection
°* error correction




